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Summary

-Define the architecture of a solution elaborated in a program or a project leveraging existing patterns. -
Contribute to the development of architectural standards, and the direction and design of architecture for a
business or technical domain. Contribute to efforts to elaborate and communicate the architecture of the given
domain and/or develop architectural solutions for projects and programs -Individual contributor or leading
teams. Engaging with mutiple stakeholders ( architecture/ infrastructure /vendor partners)medium to large
sized complexity of projects -Skilled in a multiple tecnology areas and mutiple business focus -Driving
successful execution based on agreed solution architecture design. Managing complexities of multiple solution
components / coordination across diverse stakeholder groups

About the Role

Job Title : Assoc. Dir. Funct. Security Architect

Location : India

• Provides in-depth expertise to business leaders and technical audiances about cybersecurity best practices
for financial, H/R and global operations.
• Advise to engineering and website development teams about approved security patterns and practices.
• Reviews, and challenges defined IT security related internal standards for the ongoing improvement of
Novartis policies and proceedures
• Acts as single point of contact, collaborating closely with other Security Architects and IT Architects on IT
security related matters
• Promotes IT Security culture within the business and application management team
• Defines pragmatic solutions and recommends alternatives that meet or exceed security requirements
• Reports on security status of projects
• Builds external network regarding IT security relevant to the business function
• Performs risk/threat assessment of all IT project related to the function
• Manages pool of external security and solution architects assigned to portfolio
• Manages prioritization of security assessment for the function
• Leverages application security risk assessment pool for low impact projects

Commitment to Diversity & Inclusion:

We are committed to building an outstanding, inclusive work environment and diverse teams representative of
the patients and communities we serve.
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Role Requirements

• 7+ years work experience, 5 years within Information Security management.
• 5+ years as an IT security expert
• Experience with SAP and Workday are essential.
• Expert knowledge of enterprise IT infrastructure technology, systems, vulnerability management, and change
management processes, especially in large scale implementations

Why Novartis: Our purpose is to reimagine medicine to improve and extend people’s lives and our vision is to
become the most valued and trusted medicines company in the world. How can we achieve this? With our
people. It is our associates that drive us each day to reach our ambitions. Be a part of this mission and join us!
Learn more here: https://www.novartis.com/about/strategy/people-and-culture

You’ll receive: You can find everything you need to know about our benefits and rewards in the Novartis Life
Handbook. https://www.novartis.com/careers/benefits-rewards

Commitment to Diversity and Inclusion:
Novartis is committed to building an outstanding, inclusive work environment and diverse teams'
representative of the patients and communities we serve.

Join our Novartis Network: If this role is not suitable to your experience or career goals but you wish to stay
connected to hear more about Novartis and our career opportunities, join the Novartis Network here:
https://talentnetwork.novartis.com/network

Why Novartis: Helping people with disease and their families takes more than innovative science. It takes a
community of smart, passionate people like you. Collaborating, supporting and inspiring each other.
Combining to achieve breakthroughs that change patients’ lives. Ready to create a brighter future together?
https://www.novartis.com/about/strategy/people-and-culture

Join our Novartis Network: Not the right Novartis role for you? Sign up to our talent community to stay
connected and learn about suitable career opportunities as soon as they come up:
https://talentnetwork.novartis.com/network

Novartis is committed to building an outstanding, inclusive work environment and diverse teams'
representative of the patients and communities we serve.

Division
Operations
Business Unit
CTS
Standort
Indien
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Hyderabad (Office)
Company / Legal Entity
IN10 (FCRS = IN010) Novartis Healthcare Private Limited
Job Type
Full time
Employment Type
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Accessibility and accommodation

Novartis is committed to working with and providing reasonable accommodation to individuals with disabilities.
If, because of a medical condition or disability, you need a reasonable accommodation for any part of the
recruitment process, or in order to perform the essential functions of a position, please send an e-mail to
diversityandincl.india@novartis.com and let us know the nature of your request and your contact information.
Please include the job requisition number in your message.

Join our Novartis Network: Not the right Novartis role for you? Sign up to our talent community to stay
connected and learn about suitable career opportunities as soon as they come up:
https://talentnetwork.novartis.com/network

EEO Statement :

Learn about our business, strategy and performance in 2023, and how we create sustainable value for
stakeholders and society.Learn about our business, strategy and performance in 2023, and how we create
sustainable value for stakeholders and society.Learn about our business, strategy and performance in 2023,
and how we create sustainable value for stakeholders and society.Learn about our business, strategy and
performance in 2023, and how we create sustainable value for stakeholders and society.

Learn about our business, strategy and performance in 2023, and how we create sustainable value for
stakeholders and society.Learn about our business, strategy and performance in 2023, and how we create
sustainable value for stakeholders and society.Learn about our business, strategy and performance in 2023,
and how we create sustainable value for stakeholders and society.Learn about our business, strategy and
performance in 2023, and how we create sustainable value for stakeholders and society.
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https://novartis.wd3.myworkdayjobs.com/en-US/Novartis_Careers/job/Hyderabad-Office/Assoc-Dir-Funct-Security-Architect_391564BR
mailto:diversityandincl.india@novartis.com
https://talentnetwork.novartis.com/network


stakeholders and society.Learn about our business, strategy and performance in 2023, and how we create
sustainable value for stakeholders and society.Learn about our business, strategy and performance in 2023,
and how we create sustainable value for stakeholders and society.Learn about our business, strategy and
performance in 2023, and how we create sustainable value for stakeholders and society.
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